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Abstract: Global processes of exchange information and communication 
between organizations are leading to significant weak points and increas-
ing incidences concerning information security. This leads to the question, 
which aspects the strategic management of information security of state-
run organizations should consider to make information fully accessible but 
secure at the same time. The strategic management of information secu-
rity should lead into an integral and convergent security process, which 
would take into consideration the specific demands and conditions of 
state-run organizations. Within the framework of the security process, 
structural components, security aims and the demands of a state-run or-
ganization are analyzed, evaluated and modified to meet specific condi-
tions. The aim of the strategic security process is the system-immanent 
and integral strategy preparation and implementation of an information 
security for a state-run organization. 
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1 Motivation and Aim 

The importance of information against the background of globalization and 
increasing complexity of communication processes is unmistakable. The in-
terest in information of state-run organizations is coming from members of 
staff, recipients of services, competitors, companies as well as the public.  

As a result the question arises, how information can be made fully avail-
able to authorized persons, but be protected from others. Extensive stud-
ies have been carried out on technical information security. However, the 
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problem of the security information4 in a non-technical environment, par-
ticularly from a strategic perspective of information processing, have been 
insufficiently discussed.  

It is predominantly the economic computing science, as an interdisciplinary 
field, situated in between business management and computing science, 
which should be encouraged to offer solutions concerning information se-
curity for all fields of information processing (IP) in organizations. For the 
majority of organizations, the increasing importance of the protection of 
the information systems (IS) and the information itself has priority over 
other matters. One reasons for this is the compact link of the IS with the 
core processes. Another reason is the demand for more transparency (e.g. 
KonTraG).  

However, integral and complete security concepts are rarely or insuffi-
ciently translated into practice because of a lack in competence, commit-
ment at management level of organizations and inadequate benefit and 
corresponding cost evaluations of necessary security concepts. During the 
course of this work, an extensive and sustained assessment of a strategic 
management of information security of state-run organizations will be de-
veloped. The tasks for the strategic management of information security 
will be based on a structured model procedure.  

Furthermore, the “status quo” of the information security in state-run insti-
tutions will be described and the increasing numbers of security incidences 
discussed.  

The findings will be used for to the preparation of a phase-oriented and 
therefore reciprocal model for a strategic management5 of information se-
curity in organizations. In this context, advantages of certification and use 
of an integral view of the management of information security will also be 
presented. 

                                                

 
4  The technical perspective itself does not offer an adequate basis on which all aspects of 

an organization can be judged. However, the investigation of the latest technical security 
solutions is indisputable. 

5  In general a strategy can be understood as a measure to secure success of a business in 
the long term. [Compare Bea. F.X./Haas, J.: Management 1997, S.49]. Here, the term 
“strategic” also means giving high priority. 
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oneself by an independent certification of other national organizations on a 
national and in particular on an international level.  

4.3 Advantages of the Strategic Management of Information 
Security  

Strong commitment to the security process, reciprocal in regular intervals, 
guarantees a permanent high level of information security. 

Resulting costs of information security can be made transparent in national 
organizations as well, by the consistent adherence to the described phases 
(in particular phase 1). 

Organizations can use their efforts for information security to achieve cer-
tification. 

Concerted production, conversion and communication of a security strat-
egy lead to identification and acceptance of information security on all lev-
els of the organization. 

Administrative and operational processes are subject to a total strategic 
concept for information security, i.e. they are not detached from the over-
all organization strategy. 

Only the adequate classification of information security goals in national 
organizations permits an optimal and risk-fair definition of security re-
quirements. 

5 Conclusion and Outlook 

Nowadays State-run organizations mostly depend on the permanent avail-
ability and operability of there is. Taking into account the increasing at-
tacks on IS of State-run organizations, security of information becomes 
more important. The clearly visible complexity and permanent develop-
ment of information systems lead to the insight that only a global and sys-
tematically performed strategic management of information security can 
be successful in the context of an integrated security process. This process 
is to be co-ordinated and adapted thereby to the special requirements and 
conditions of national organizations. In terms of cost, a Panazee for the 
complete safeguard of information security would be unrealistic and in-
adequate. The convergent security process, however, represents a suitable 
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solution for permanent development, follow up and examination of the 
strategic information management for national organizations.19  

Among other things, the consistent commitment to the individual phases 
of the security process always leads to a high and flexible information se-
curity level, the acceptance of the security strategy by the organization 
members as well as to higher transparency of costs for information secu-
rity in national organizations. Apart from the presented advantages of a 
strategic management of information security, some insurmountable prob-
lems become apparent such as the non-transparency of costs or the insuf-
ficient documentation of business processes for national organizations. In 
addition to this, running costs are to be taken into account to make the 
initiated security process last.  

The necessity for information security in organizations has gained signifi-
cant public attention for quite some time. In this context, this essay points 
to the fact that operational and administrative tasks cannot be lastingly 
goal-prominent if detached from strategic implications.  

Hence, the strategic management of information security has to be inte-
grated into the politics of security of state-run organizations, as a cross-
sectional task of the information management, and as a "conditio sine qua 
non". 
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