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Abstract: The privacy threats of Radio Frequency Identification (RFID) as inevitable ubiquitous computing technology require new approaches to avoid scenarios
as the “Orwell 1984 State” or the “transparent citizen”. This paper introduces a
new comprehensive approach: A permanent privacy protection process named
“4P” or also “Fo(u)r P(rivacy)”, here. The process 4P consists in a holistic societal discourse including individuals as well as business and government. Beyond
technical countermeasures, specialized service providers will gain in importance.
RFID using companies may be forced to establish ethic commitments and the legislative is supposed to protect privacy by law adapting technological developments.
Keywords: Radio Frequency Identification, RFID, privacy protection, ubiquitous
computing, pervasive computing
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Introduction

Headlines as ”Bugging operation on cereals” or “Your products are watching you”
are descriptive statements of many international consumer and privacy protection
organizations. Privacy threats can result from the widespread usage of RFID as
ubiquitous computing technology. The 20th century was characterized by many
economical crises and wars between nations. Will the diffusion of ubiquitous devices in our daily environment result in an informational war within the society of
the 21st century? The battlefield of the 21st century could be the supermarket of
our neighborhood.
After mainframe computing and personal computing, “ubiquitous computing”
names the third wave in computing [Weis96] and stands for the actual trends of
information processing. In 1991 M. Weiser had the vision of an invisible technology, embedded in the devices of our everyday life that would be able to remove
annoyances from the daily routine. The technology should be used as means to an
end, indistinguishable from the device itself, allowing the human to concentrate on
the essential basics of his action [Weis91, pp. 66-75]. The industry adopted the
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expression “pervasive computing” as a more pragmatic approach for the penetration of all branches with the omnipresent information processing already today, by
using today’s technology of mobile computing [LangMat03]. Because of the fast
developments in microelectronics, the internet and wireless technologies, a permanent presence of smallest, networked computers in our “everyday devices” is
likely in a short term. These “smart devices”, also called “things that think (3T)”,
can autonomously share information, have access to resources in the internet and
can operate adapted to their environment [Mat+03].
In this paper we discuss the characteristics and applications of RFID as ubiquitous
computing technology and we evaluate privacy offenses, violations and intrusions.
RFID allows the contact-less reading and writing of data stored on tiny tags. It
will be used in various applications like product tracking in warehouses or logistic
chains, but could also be realized in passports and banknotes. Business sees a high
potential of efficiency increase by closing the gap between reality and information
processing. That will make RFID an inevitable bulk commodity and will anchor it
in our everyday devices. International consumer and privacy protection organizations raise an alarm and proclaim ubiquitous RFID will have direct impact on privacy. Without considerations of data and information security RFID will offer a
perfect surveillance infrastructure. Approaching are, e. g., the scenarios of the
“transparent consumer” in retail trade [MeySchü04] and a state creating complete
movement schemes of its citizens. The latter may be provoked by the evident
threads of today’s global terrorism including massive assaults with ABC-weapons.
A new comprehensive approach is necessary to decrease these technological dangers: A permanent privacy protection process named “4P” or also “Fo(u)r
P(rivacy)”, here. 4P includes a holistic societal discourse including individuals as
well as business and government. Beyond technical countermeasures, specialized
service providers will gain in importance. RFID using companies may be forced to
establish ethic commitments and the legislative is supposed to protect privacy by
law adapting technological developments. 4P is characterized by a permanent
analysis of privacy threats, an execution of various and adequate countermeasures
and a review of the privacy status and level.

2
2.1

RFID and privacy
Function and technology of RFID systems

RFID is a technology for the contact-less reading and writing of data. It is used in
automated identification applications that can provide information systems with
the identity of a physical object. RFID describes a whole technological infrastructure including the RFID tag, a read/write device and the integration with servers,
services or other systems, for example payment or resource planning systems
[Fi02, p.7; FarShe03, p. 8].
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velopment (OECD) published the “Fair Information Practices” in the beginning of
the 80ies. They most important principles can be summarized as follows: data
quality, use limitation, purpose specification, and individual participation
[Lang04, pp. 3-13; OEC80]. The international RFID privacy conference 2003
published a resolution that generally says these privacy regulations have to be applied as well to RFID applications [ICDP03].
In contrast to that, the USA is gone furthest on the way to a specific RFID privacy
law so far. In several states, for example California and Utah, concrete RFID laws
are discussed in the senate or already passed. The main intention in the discussion
is not to ban the RFID technology or to limit its potential positive uses for the
companies, but definitely to protect consumer privacy [Rob04]. The laws of California require companies and governmental agencies to inform consumers whenever RFID systems are used. The companies must obtain consumer’s consent before they can use RFID to track purchases and collect information about them.
Also it requires the RFID tag to be detached or destroyed before consumers leave
the shop with it [Rob04; Gil04]. Introduced to the senate in February 2004 by
Senator Debra Bowen, the “bill 1834” passed the senate with 22:8 majorities in
May. Next steps will be the decision of California’s parliament about the bill in
June. 16 Utah’s House of Representatives passed the first RFID privacy law in February 2004 and the law will take effect from May 2005. It requires all products
containing RFID tags to be labeled as such.17
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Conclusions and outlook

The discussion of this paper clearly shows that it is too early to accept the scenarios of the “transparent citizen” or the “Orwell 1984 state” as inevitable. The “information war” can be controlled by a comprehensive societal discourse supported
by privacy protection processes. A permanent evaluation of upcoming privacy
threats and the timely execution of countermeasures will minimize the impacts
caused by new technological developments. Various societal institutions like governments, business and individuals must be involved. With various countermeasures split in different fields, a broad set of instruments against the penetration of
everybody’s privacy is available today. Besides acts and laws also technical instruments and specialized services as well as ethic commitments can be part of a
permanent privacy protection process, e. g. 4P presented here. 4P allows companies and governments, e. g., to realize efficiency increases and launch new products without threatening privacy.
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Download the RFID bill of California: http://www.leginfo.ca.gov/pub/bill/sen/sb_18011850/sb_1834_bill_20040220_introduced.pdf.
17
Download the RFID Right to Know Act of Utah:
http://www.le.state.ut.us/~2004/bills/hbillamd/hb0251.pdf.
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