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Abstract

Experts and non-experts increased their usage of Generative Artificial Intelligence
(GenAl) and its Large Language Models (LLMs). GenAl is established in companies,
organizations, and societies, e.g., supporting grounded decisions and enabling big data
analyses. However, misuse risk, inefficient overuse, and discrimination are high.
Trustworthy Artificial Intelligence (TAI) requirements and guidelines increase the
chances of GenAI and mitigate its challenges. We address chances and challenges through
a mixed qualitative and quantitative approach. First, we conducted an integrative
literature review of 18 core publications. Second, we interviewed ten experts and analyzed
14 regulatory frameworks. Third, we identify 15 requirements and guidelines and deduce
the TrustMap process model. TrustMap comprises four phases for TAI implementation
and monitoring, offering a practical, iterative framework that integrates normative
principles, regulatory requirements and guidelines, and implementation strategies.
Lastly, we summarize our results and findings for theory and practice, discuss our
limitations, and deduce a further research agenda.

Keywords: Trustworthiness, generative artificial intelligence, large language models,
process model, trustworthy artificial intelligence

Introduction

Artificial Intelligence (AI) has increased in application and research in recent years (Glikson & Wooley,
2020; Maslej et al., 2024). LLMs, e.g., GPT-3 and LLaMAz2, are characterized by their ability to process and
generate natural language (Maslej et al., 2024). LLMs are used as foundational technologies in Al, enabling
the development of new services, applications, and systems (Enholm et al., 2022). Their applications extend
to automated customer communication, research support, and use in safety-critical areas such as medicine,
law, and finance (Enholm et al., 2022; Furman & Seamans, 2018). A subset of Al, GenAl, is partially based
on LLMs. GenAl can generate content, including text, code, music, and images (Maslej et al., 2024). GenAl,
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e.g., ChatGPT and DALLE-2, provide the foundation for various applications in creativity, conversation, and
knowledge management (Franceschelli & Musolesi, 2024) using large amounts of data to train these models
and systems (Kim et al., 2023). The widespread availability creates challenges. We use GenAl as a generic
term, along with its LLMs. GenAl is accessible to experts and non-experts, increasing unintended security
breaches, the misuse risk, and the spread of inaccurate or manipulative content (e.g., Maslej et al., 2024).
Due to the broad user base of Al models and systems, complex training data sets and enormous model sizes,
quality, traceability, and trustworthiness cannot be guaranteed (Kim et al., 2023; Touvron et al., 2023).

Trustworthiness in AI models and systems addresses this issue. Trustworthiness includes socio-technical
aspects, like non-discrimination, transparency, traceability, and security for a successful Al (e.g., Floridi,
2019; Jobin et al., 2019; Kaur et al., 2023; Lier et al., 2024; Meske & Bunde, 2021; Mikalef et al., 2022;
Robinson, 2020). These aspects highlight technology's influence on and dependence on societies, cultures,
and behaviors (Li et al., 2024). The trustworthiness of Al is a context-dependent, technical, and perception-
based property (Wirz et al., 2025). Trust is a key factor in the use and acceptance of AI and is generated by
technical performance and robustness, with decisive social and human factors and influences (Li et al.,
2024; Wirz et al., 2025). Understanding users' expectations of Al provides valuable insights into their
concerns and needs, enabling the identification of key AT attributes that contribute to trust building. Trust
in Al is influenced by technical, social, psychological, and contextual factors and requires to be fostered and
shaped to enable the successful implementation of Al models and systems (Choung et al., 2022). Cognitive
dimensions of TAI, e.g., capability, robustness, explainability, and reliability, refer to the aspects that users
rationally evaluate and understand when deciding to trust an AI model or system. These dimensions must
be distinguished from users' emotional reactions and subjective biases (Glikson & Woolley, 2020; Li et al.,
2024; Liu et al., 2023). Regulatory frameworks for TAI gained consideration in recent years (Choung et al.,
2022; Feretzakis & Verykios, 2024; Simion et al., 2023). The need for scientific evidence to support the
trustworthiness of GenAl in the IS context derives from its disruptive potential and research gaps regarding
definitions and comprehensive operationalizations. This enables responsible and ethical integration of
these key technologies in economic and societal contexts, leading us to the first Research Question (RQ):

RQ1: "How are the chances and challenges of trustworthy GenAI discussed in IS research?"

We analyzed TAI and GenAl in IS based on an integrative literature review inspired by Torraco (2016) to
identify socio-technical chances and challenges. We focused on socio-technical aspects of IS research and
do not intensify technical aspects in programming and computing. Our review provides a knowledge base
and highlights research needs and gaps. Based on our review, we conclude a lack of a consistent definition
and global TAI standardization for countries, states, and organizations, highlighting research and policy
issues. Trustworthy requirements and guidelines include socio-technical aspects (Wirz et al., 2025). IS
research identified TAI aspects, whereby regulatory frameworks and practitioners cannot implement
trustworthiness in AI. Based on no consistent definition, global standardization of TAI and significant
differences in requirements and guidelines between IS literature and practical applications, RQz2 arises:

RQ2: "How can an AI trustworthiness process model be deduced based on specific major
requirements and guidelines for trustworthy GenAI?"

We analyzed regulatory frameworks from 14 countries, states, and organizations regarding their definitions,
requirements, and guidelines for TAI in GenAl. We discussed our results in Semi-Structured Interviews
(SSIs) with ten experts based on Adams (2015) to gain practical knowledge. Saffarizadeh et al. (2024) call
for regulatory frameworks and certification of Al to standardize trust. Glikson and Woolley (2020) call for
further research in standardizing trustworthiness and addressing intercultural differences. Siau and Wang
(2018) call for institutional frameworks with provider reputation, regulations, and cultural influences to
meaningfully influence trust. Therefore, we analyzed and structured our results and findings of IS literature,
regulatory frameworks, and practical knowledge to identify the 15 most important requirements and
guidelines in three categories (literature, expert interviews, regulatory frameworks). We deduced the
TrustMap process model to implement TAI in GenAlI. TrustMap both creates a research framework and
promotes cross-organizational collaboration and transparency in GenAl implementation and integration.
TrustMap supports companies and organizations in systematically introducing and managing trustworthy
GenAl, as well as integrating requirements, guidelines, and business objectives. For compliance, TrustMap
provides an operational transition from abstract standards and regulations to practical implementation in
business processes. Lastly, we evaluated and adjusted TrustMap through a focus group discussion. Thus,
we contribute to both research and practice, addressing an important theory-practice gap.
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Theoretical Background

Al is described as the ability of a model and system to accurately interpret external data, learn from it, and
utilize this knowledge flexibly to achieve specific objectives (Kaplan et al., 2021). This definition highlights
the complex and interdisciplinary nature of AI research, which contributes to various application areas,
such as computer science, cognitive science, and statistics (Howard, 2019). As a subcategory of AI, Machine
Learning (ML) enables models and systems to make predictions and generate decisions based on data,
increasingly in an automated manner, and to enhance efficiency and minimize bias. Deep Learning (DL),
as a ML subcategory, uses artificial neural networks with multiple layers (Deep Neural Networks, DNNs) to
recognize complex patterns in large amounts of data (Janiesch et al., 2021).

LLMs are a specialized form of DNNs that are pre-trained on enormous text corpora to understand and
generate language. Their ability to predict the next probable term in a sentence enables them to be core
components in multimodal applications such as ChatGPT (Khan et al., 2024). They serve as a universal
foundation for various downstream tasks, e.g., text generation, image analysis, and code. LLMs are driving
the paradigm shift toward general-purpose Al. GenAl refers to the ability to generate content based on
prompts, such as text, images, and music (Gozalo-Brizuela & Garrido-Merchan, 2023). These developments
provide opportunities for automation and innovation, but complicate risk assessment and the allocation of
responsibilities. Frontier Al models and systems, such as GPT-4, Claude, and Gemini, utilize advanced Al
with emerging capabilities and a broad range of system-relevant scenarios. The risk potential is significant
due to disinformation, loss of control, and replication, giving rise to security threats. LLMs are a technical
GenAI subcategory, and high-performance LLMs are considered frontier AT models and systems if they
exhibit systemic risk and high complexity. Due to their high complexity, LLMs are often referred to as black
boxes. The paths leading to a decision are barely comprehensible (Kim et al., 2023; Touvron et al., 2023).
Models and systems such as LLMs require new approaches to complexity reduction, e.g., through
Explainable AI (XAI), simulated attack scenarios, or hybrid testing methods (e.g., Gozalo-Brizuela &
Garrido-Merchan, 2023; Khan et al., 2024; Lier et al., 2023).

TAI addresses the definition of requirements and guidelines for models and systems to ensure
trustworthiness, explanation, security, and acceptance for users, developers, companies, and organizations.
TAI is defined as a relational property that is perceptible, i.e., subjectively evaluated by the trustor, and
context-dependent, i.e., varies depending on the situational factors surrounding the deployment, use, and
development of the AI. Users trust a model and system based on its interface (Glikson & Woolley, 2020;
Saffarizadeh et al., 2024). This reconceptualization emphasizes that trustworthiness cannot be entirely
embedded in AI models and systems; rather, it must be understood through the experiences, values, and
environments of users (Wirz et al., 2025). Trustworthiness is necessary for Al to succeed (Glikson &
Woolley, 2020). This necessity arises from the Al integration into safety-critical contexts, e.g., medicine
and law, and challenges as opaque and non-deterministic decision-making processes (Enholm et al., 2022;
Furman & Seamans, 2018; Thiebes et al., 2021). Previous research on XAI addressed this black box
challenge to make decision-making processes explainable (e.g., Gunning et al., 2019; Lier et al., 2023). TAI
expands on XAlI, increasing the focus to include additional requirements and guidelines, such as fairness,
data protection, security, and trust (e.g., Floridi, 2019; Kaur et al., 2023; Meske & Bunde, 2021; Mikalef et
al.,, 2022; Lier et al.,, 2024). Trust in Al is dynamic and multidimensional, depending on context,
representation of Al, and its perceived intelligence (Glikson & Woolley, 2020).

Suitable verification and certification methods are needed (e.g., Duran & Pozzi, 2025; Wu et al., 2023). AL
verification refers to the systematic examination of a model, system, and its components to ensure
consistency with defined requirements and guidelines. Verification monitors the model's and system's state
to ensure compliance with specified standards (Verhagen et al., 2021). Verification cannot be determined
reliably in complex Al models and systems. Therefore, we use verification in an expanded context, including
evaluation and testing procedures as empirical methods intended to provide statistically reliable evidence
of models' and systems' performance compared to human performance. Certifications are temporary and
refer to products, processes, models, or systems (Lier et al., 2023). These provide chances for AI models
and systems, such as the certification of individual components and evaluation of the entire development
processes or impacts on companies, organizations, and societies (Byrne, 2019). The certification of
trustworthiness is considered technical, while verification complies with the technical standards of
certification. The subjective property of human trustworthiness of technologies is characterized by the
objective and socio-technical aspects of certifiability and verifiability (Saffarizadeh et al., 2024).
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Research Design
Integrative Literature Review

To address RQ1, we conducted an integrative literature review inspired by Torraco (2016). The integrative
literature review suits emerging topics without established theoretical frameworks and consistent
terminology (Torraco, 2016). Through qualitative literature search and analysis, we include high-quality
literature. Integrative reviews combine literature to deduce new theoretical models, conceptual guidelines,
and systematizations (Templier & Paré, 2015). Advantages of this method include its openness to various
conceptual and empirical research designs, as well as its ability to incorporate and evaluate contradictory
findings, synthesizing them within a comprehensive framework (Templier & Paré, 2015; Torraco, 2016).
The literature search was conducted in the databases JSTOR, AIS Electronic Library, IEEE Explore, ACM,
SpringerLink, Web of Science, and Elsevier using the search string ("Artificial Intelligence" OR "AI" OR
"Generative Artificial Intelligence” OR "GenAI" OR "Generative AI" OR "Large Language Model" OR
"LLM") AND ("Trust*" OR "Verif*" OR "Certif*") AND ("Regulat*" OR "Requirement” OR "Guideline" OR
"Framework") in the period from January 2020 to February 2025. In addition, an AI- and graphics-based
search was continued in Tools, e.g., SemanticScholar, and ORKGAsk. This extension enables a detailed
search string process. We identified 68 publications for our literature dataset and observed saturation. We
evaluated the quality of the publications. The exclusion criteria include the number of citations (e.g., on
Google Scholar), results, added value, and impact factor. We included a total of 34 relevant publications in
the literature database. We used 18 highly relevant publications for our integrative literature review. The
added value of each publication determined the selection of publications. The higher the added value and
quality of the publications, the higher they were rated and included in our final literature database.

Our literature dataset focuses on trustworthiness, verification, and certification. Verification and
certification are subcategories of trustworthiness that contribute to achieving trust. Trustworthy aspects
are necessary to achieve success through increased trustworthiness in AI models and systems, and include
subjective perceptions. Verification and certification are objective assessments based on technical
standards, user trustworthiness requirements, and guidelines. The socio-technical aspects of verification
and certification can increase the trustworthiness of a model and system (Choung et al., 2022; Huang et al.,
2023; Li et al., 2023; Tang et al., 2023). Both aim to reduce information asymmetries and demonstrate the
reliability, safety, and ethical compliance of AI applications (Cihon et al., 2021; Huang et al., 2023).
Verifiability and certifiability are indispensable for substantiating the technical promises of Al and ensuring
the understandability, controllability, and trustworthiness for users. They bridge the gap between the
complex internal processes of Al and the external expectations of users and society.

Trustworthiness

Duran and Pozzi (2025) distinguish between trust (dependence on AI through model and system
transparency or computational reliability) and extra factors. An extra factor ensures genuine trust in Al
through various abstract approaches. The extra factor in interpersonal relationships refers to moral
motivations such as responsibility, intentions, or normative obligations (Duran & Pozzi, 2025; Ferrario et
al., 2020). Trust is defined as an attitude that reflects the user's and consumer's inclination to place trust in
Al (Duran & Pozzi, 2025). Trust is a psychological state that encompasses a willingness to be vulnerable
based on positive expectations of another's intentions or behavior (Choung et al., 2022). The target of the
user's trust is to anticipate the effects of the AI model's and system's decisions or behaviors (Jacovi et al.,
2021). Trustworthiness is a property inherent in AI that makes it proven trustworthy (Duran & Pozzi, 2025).
A model or system can be trustworthy without gaining trust, or gain trust without being trustworthy (Jacovi
et al., 2021). Trust is the subjective attitude and willingness of a user to engage with AI and take risks in the
expectation that AI will act in the interest of the user or fulfill certain obligations (Choung et al., 2022;
Duran & Pozzi, 2025; Jacovi et al., 2021; Simion & Kelp, 2023). Trustworthiness is an objective property of
Al that concerns its ability and reliability to fulfill its intended functions and obligations and provide
evaluated results (Duran & Pozzi, 2025; Jacovi et al., 2021; Simion & Kelp, 2023).

Duran and Pozzi (2025) argue that classical, human-like trust cannot be transferred to Al. Instead, they
recommend computational reliability as a form of trust based on reliable input-output performance, since
complete transparency is not feasible for complex models and systems, such as GenAl. This approach
appears suitable until black box structures can be dissected to improve model performance. Li et al. (2024)
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complement this statement with a three-dimensional perspective on trust that incorporates user attributes,
model, and system behavior. Trust must be operationalized in a context-specific manner, especially when
dealing with generative models and systems. Human-like communication leads to overconfidence and high-
risk use. Simion and Kelp (2023) suggest a functional trust approach based on the appropriateness of design
and context, avoiding anthropomorphic attributions. This approach is suitable to evaluate requirements
depending on the use case, e.g., medical diagnosis and text generation. Feretzakis and Verykios (2024) call
for user perspectives to be considered when assessing trustworthiness. Their adaptive output control based
on user trust scores offers security approaches but raises privacy and ethical issues, especially in GenAlI. Li
et al. (2023) provide a framework for TAI to cover the Al lifecycle. They analyze key TAI components to
highlight their interdependencies, e.g., robustness, generalization, reproducibility, and fairness. The results
indicate trade-offs, e.g., between robustness and generalizability. They further discuss the need for context-
sensitive evaluation methods (European Commission, 2019; Gunning & Aha, 2019; Li et al., 2023; Mohseni
et al., 2021). They highlight trade-offs of robustness, fairness, and performance and emphasize the
relevance of certified foundation models. Modular verification ensures trustworthiness in a scalable manner
(Li et al., 2023). Trust in Al must be considered context-specific, user-specific, and use-case-specific.

Verification

TAI research indicates challenges in verifying AI models and systems, especially GenAl. Nasr-Azadani and
Chatelain (2024) criticize the lack of precise metrics and the general nature of frameworks named 'Set
Formalize Measure Act.' Scalability and data complexity complicate the robust operationalization of trust
criteria, particularly in LLMs. Tang et al. (2023) developed a test-based model called 'Verified Generative
AT' for GenAl output verification, which fails in practical implementation due in part to ambiguous data
sources and the need for additional verification by backup Als, themselves requiring further verification.
Hennigen et al. (2023) propose a non-invasive source verification for LLMs. The 'Symbolically Grounded
Generation' model indicates potential, although it reaches its scalability limits with complex datasets. In
the area of explainability, Wu et al. (2023) emphasize that context-dependent content and fairness aspects
have not yet been sufficiently integrated into explainable models and systems. They developed Verified
Explainability (VERIX) as a verified explanation system for DNNs that provides robust and understandable
explanations using mathematically counterfactuals. In contrast to explanation models, VERIX remains
stable even with infinite perturbations, which is considered an advantage for safety-critical Al systems.
Tumlin et al. (2024) complementarily argue that qualitative, formal verification is a valuable alternative to
purely metric evaluation. They identify trade-offs, e.g., between robustness and fairness. They introduce
'Fair Neural Network Verification,' an approach to formally verifying fairness that extends beyond empirical
approaches. The models and systems use individual and counterfactual tests to ensure that Al models and
systems make fair decisions. It analyzes the impact of small changes and sensitive features on the decision.
Liu et al. (2023) propose a taxonomy for TAI in LLMs, highlighting high resource requirements and
subjective evaluation problems. Huang et al. (2023) identify security gaps along the LLM lifecycle and call
for focused protective measures against attacks and regulatory frameworks. Mittelsteadt (2021) proposes
control mechanisms, such as quarantine zones or hashing procedures. These are limited in their usefulness
for dynamic, non-deterministic LLMs. The practical options are input-output analyses and selective
transparency (Mittelsteadt, 2021). Overall, the contributions highlight that trustworthy GenAlI verification
requires a combination of technical innovations, methodological pragmatism, and regulatory clarity.

Certification

Leslie and Perini (2023) criticize certification approaches for lacking clarity in their requirements and
mechanisms to distribute power. They caution against the dominance of economic interests and Ethics
washing but offer concrete improvement suggestions. Ethical washing refers to the practice of companies
or institutions attempting to create an impression to use Al in an ethical and responsible without taking
adequate measures to implement ethical requirements and guidelines. Cihon et al. (2021) call for minimum
standards for comprehensible quality assessment of AI products and emphasize the need for independent
testing authorities. They caution that companies and organizations must avoid information asymmetries
and ethical appropriation. Anisetti et al. (2023) provide methodological foundations for model certification,
emphasizing robustness in particular. Trustworthy aspects, such as fairness and explainability, are crucial
for LLMs; however, reliable evaluation methods are lacking. Their structured analysis of data, processes,
and models offers added value. Scharowski et al. (2023) found that certification labels can enhance end-
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user trust, provided that security and data protection aspects, as well as transparent evaluation metrics, are
prioritized. Such labels are less suitable for enterprise applications due to the wide variety of requirements
and guidelines. Trager et al. (2023) propose a global standard inspired by international institutions. They
identify geopolitical challenges and consider the introduction of requirements, e.g., avoiding prohibited Al
practices. The contributions show that successful Al certification must integrate technological, ethical, and
political aspects. Certifications of Al need user-oriented content. Key success factors include independent
structures, transparent criteria, and internationally accepted measures (Scharowski et al., 2023).

Chances

Trustworthy GenAl that are reliable, secure, fair, robust, explainable, not prone to misuse, and compliant
with social norms lead to increased user trust and acceptance (Li et al., 2023; Liu et al., 2023; Scharowski
et al., 2023). Achieving TAI is increasingly considered essential to integrate AI models and systems into
sensitive areas, e.g., energy, medicine, and healthcare (Duran & Pozzi, 2025). Focusing on trustworthiness
mitigates risk, including hallucinations, socially disruptive content, misuse for harmful purposes, and
vulnerability to adversarial attacks (Liu et al., 2023). Accountability contributes to compliance with legal
and ethical standards (Feretzakis & Verykios, 2024; Li et al.,, 2024). Accountability, audibility, and
consideration of ethical implications (Li et al., 2023; Li et al., 2024) promote responsible development and
GenAl usage (Liu et al., 2023). An aspect of TAI is emphasizing safety in the model development process
(Feretzakis & Verykios, 2024). The transition from purely performance-oriented Al to trust-oriented Al
entails short-term disadvantages, including longer learning periods and higher development costs. In the
long term, this transition promotes trust among all stakeholders, thus, the models' and systems' sustainable
use and further development (Li et al., 2023). Certification labels can be used to communicate to users that
an Al has been tested and classified as trustworthy, significantly increasing trust and willingness to use it
(Scharowski et al., 2023). It is crucial to emphasize the importance of trustworthiness and accountability
beyond accuracy, encompassing aspects such as fairness, safety, transparency, and robustness (Li et al.,
2023). These are essential to integrate GenAl into societies and minimize challenges (Duran & Pozzi, 2025).

Challenges

Opaque ML models and systems used in GenAl complicate efforts to test and certify their trustworthiness,
safety, and reliability. These models are challenging to understand, complicating the verification (Anisetti
et al., 2023). GenAl is prone to hallucinations and can make factually incorrect statements, undermining
models' and systems' reliability and trustworthiness (Huang et al., 2023; Liu et al., 2023). Creating large
pre-trained models is costly and challenging to reproduce due to the complex data collection, training, and
deployment processes. This impacts scientific trustworthiness (Li et al., 2023). GenAlI trained on large
datasets can reveal information from their training data. This poses a challenge to privacy and responsibility
in handling sensitive data (Feretzakis & Verykios, 2024; Huang et al., 2023; Li et al., 2023). Training data
can be incomplete or inaccurate, compromising the fairness of GenAl (Anisetti et al., 2023; Feretzakis &
Verykios, 2024). GenAl is vulnerable to attacks, e.g., prompt injections, which can compromise its
performance and ethical integrity. This affects the robustness and security (Anisetti et al., 2023). GenAl can
be misused to harm, e.g., hate speech, fake news, malware, and phishing attacks. This misuse causes
hesitation of responsibility in the development and use of such technologies (Huang et al., 2023; Liu et al.,
2023). The opacity of complex Al models and systems raises concerns regarding transparency and
explainability. Users request to understand how AT models and systems operate and how they arrive at their
decisions. Developing effective methods to assess explainability and transparency is challenging (Huang et
al., 2023; Li et al., 2023; Liu et al., 2023). Ethical complexities in determining priorities for Al research and
certification are considerable, given the variety of approaches (Cihon et al., 2021). Anthropomorphic trust
and responsibility are difficult to transfer in AT models and systems (Duran & Pozzi, 2025).

The development of appropriate regulatory frameworks is a significant challenge. Ensuring the alignment
of GenAl with human intentions, social norms, values, and regulations is a key challenge (Liu et al., 2023).
These challenges highlight the need for multidisciplinary research approaches and robust verification and
certification techniques to ensure the safety and trustworthiness of GenAl (Huang et al., 2023). The
certification mechanisms development (Anisetti et al., 2023; Cihon et al., 2021; Scharowski et al., 2023)
and the ethical principles consideration (Feretzakis & Verykios, 2024; Huang et al., 2023) are crucial to
gain user trust (Anisetti et al., 2023; Li et al., 2023; Lier et al., 2024; Liu et al., 2023; Tang et al., 2023). A
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healthy level of trust must be established. Trust influences the use, rejection, misuse, overuse, and overtrust
of AT models and systems. Misplaced trust can lead to inefficiency, security risks, and misjudgments
(Glikson & Woolley, 2020; Saffarizadeh et al., 2024). GenAl leads to increased trust, which in turn poses
risks (Glikson & Woolley, 2020). Saffarizadeh et al. (2024) concluded that confidence in the intentions and
competencies of Al developers is significantly correlated with confidence in the AI model or system. The
perceived alignment and steerability of the model or system mediate the relationship. Thus, a user's
subjective perception of Al is crucial and is influenced by objective perceptions through certification,
standardization, and the design of models and systems (Glikson & Woolley, 2020; Saffarizadeh et al., 2024).

Global Regulations' Review

We conducted a comparative analysis of regulatory frameworks for TAI to supplement our literature review.
Therefore, we particularly address RQ2. We identified requirements, guidelines, and verification and
certification approaches in existing or planned regulatory frameworks. The regulatory frameworks were
obtained from the official websites of countries, states, and organizations, e.g., International Organization
for Standardization (ISO) and Organization for Economic Co-operation and Development (OECD). An
overview of requirements, guidelines, and policies for Al is provided by OECD.AI (2024) and covers 69
countries, territories, and the EU. We focus on regulatory frameworks related to TAI, GenAI, and LLMs.

The OECD defines five TAI principles: development and prosperity, respect for the rule of law and human
rights, transparency and explainability, robustness, security, and accountability. OECD AI Principles call
for agile verification methods with measurable metrics throughout the Al lifecycle. These must be supported
by a public tool repository (OECD, 2025). ISO/IEC 42001 outlines aspects for an A Management System
(AIMS) within a voluntary framework, encompassing fairness, explainability, security, robustness, and data
protection. The standard is addressed to developers and user companies. Voluntary certification is possible
(ISO/IEC, 2023). The EU AI Act establishes the first legally binding regulatory framework for AI. The Act
is based on a risk-based classification system and requires developers of high-risk Al systems to conduct a
prior market assessment (EU Artificial Intelligence Act, 2024). The TAI principles are based on a previous
white paper by the AI High-Level Expert Group (European Commission, 2020) and include human control,
transparency, data protection, fairness, and accountability. GenAl is considered explicitly, given that these
can potentially be assigned to high-risk categories due to their wide range of applications (EU Artificial
Intelligence Act, 2024). Canada is pursuing a similar approach with its Artificial Intelligence and Data Act
(AIDA), which focuses on interoperability with EU regulations. The planned regulatory framework includes
human oversight, transparency, fairness, and security principles. Certification of high-impact systems is
planned (Government of Canada, 2023). The UK pursues a flexible, innovative regulatory approach without
creating new government agencies. Five basic principles are based on A Pro-Innovation Approach to Al
Regulation: safety, transparency, fairness, accountability, and contestability (Government UK, 2023).

China established the world's first legally binding set of rules for GenAl with its Generative AI Interim
Measures. These requirements mandate that providers label content, implement data security measures,
provide consumer information, and undergo government security reviews before entering the market
(Cyberspace Administration of China and Office of the Central Cyberspace Affairs Commission, 2023).
These are accompanied by non-binding guidelines on ethical standards (National New Generation Artificial
Intelligence Governance Specialist Committee, 2021). Japan initiated the Hiroshima Principles (The
Government of Japan, 2024). South Korea passed the AI Basic Act, focusing on GenAI and subsequent risk
assessment, and is legally binding in 2026 (Lee-Makiyama et al., 2025; Ministry of Science and ICT, 2025).
Singapore provides Al Verify, a government-supported verification toolkit (AI Verify Foundation, 2022).
India introduced INDIai, focusing on security, equality, non-discrimination, transparency, and the
protection of human values without a legally binding force (Office of the Principal Scientific Adviser to the
Government of India, 2025). Bill 2338/2023 in Brazil is a comprehensive draft law based on the EU model.
Certifications for high-risk AI are planned (Senado Federal, 2023). South Africa has initial strategies that
formulate ethical principles but no binding legislation, called the SA National AI Policy Framework
(Republic of South Africa, 2024). Australia's AI Ethics Principles are based on the OECD guidelines. This
voluntary framework has no specific verification or certification requirements (Australian Government,
2024). In the US, there is no binding federal regulation. The Blueprint for an Al Bill of Rights defined
ethical guiding principles, but Executive Order 14110 based on them was retracted (The White House,
2022). Table 1 provides an overview of the regulations, including their names, legality, and countries of
application. The official countries' websites where the regulations apply are listed after each regulation.
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. Country/State/
References Regulatory Name Legality Organization
OECD (2025) OECD Al Principles Non-binding OECD
ISO/IEC (2023) AT Management System (AIMS) Non-binding ISO/IEC
EU Artificial Intelligence Act (2024) EU AT Act Legally binding EU
Government UK (2023) A Pro-Innovation Approach to Al Non-binding UK
Regulation
The White House (2022) Blueprint for an Al Bill of Rights Non-binding USA
Artificial Intelligence and Data Act | Legally binding
Government of Canada (2023) (AIDA) (planned) Canada
. Legally binding .
Senado Federal (2023) Bill 2338/2023 (planned) Brazil
Cyberspace Administration of China
and Office of the Central Cyberspace | Generative Al Interim Measures Legally binding China
Affairs Commission (2023)
The Government of Japan (2024) Hiroshima Principles Non-binding Japan
Ministry of Science and ICT (2025) Al Basic Act Legally binding South Korea
Al Verify Foundation (2022) Al Verify Non-binding Singapore
Office of the Principal Scientific Adviser . © 1 .
to the Government of India (2025) INDIai Non-binding India
Republic of South Africa (2024) SA National AI Policy Framework Non-binding South Africa
Australian Government (2024) Australia's AI Ethics Principles Non-binding Australia
Table 1. Analyzed Regulatory Frameworks

Expert Interviews

We conducted ten SSIs based on Adams (2015) to supplement the literature and regulatory frameworks on
the state of global regulation with insights from practice to address RQ2. The SSIs comprise seven main
questions with optional, predefined follow-up questions. The SSIs enable us to identify approaches and
chances that have not been considered in literature or regulatory frameworks. First, the questionnaire
includes an introduction by the experts, detailing their practical experience with GenAl in both professional
and private contexts. They are asked about their prior knowledge of AI, GenAl, and LLMs, as well as the
characteristics they consider important in AI and the relevant implications of TAI in their environment.
Furthermore, they assess how companies and organizations can verify compliance with potential TAI
requirements and guidelines, and comment on the possible certification of TAI compliance in relation to
the defined use case. Finally, the experts provide recommendations in light of AT developments and add
further comments. The experts were interviewed online for between 45 and 60 minutes. Each interview was
recorded and transcribed to ensure the experts' statements were complete. Table 2 provides an overview of
the experts (E), their job descriptions, and the country.

E | Job description Country

1 | Research associate at a medical university and product and project manager in a | Germany
healthcare software development company.

2 | PhD student at a leading Al research institute and technical university. Germany

3 | Former ML and AI employee at a multinational company and research assistant. Scotland/ Germany

4 | Corporate and technology lawyer and managing partner of an international technology | Pakistan/ Ukraine
law consultancy.

5 | Cybersecurity director for an extensive smart city project specializing in governance, | Saudi Arabia
risk, and compliance.

6 | Al executive for a large defense and technology manufacturer. Saudi Arabia

7 | PhD student on responsible Al for a Local Government project. Australia

8 | Manager for Al governance issues at an auditing firm. Germany

9 | HR specialist at a company in the automotive industry for implementing Al into the | Germany
company's ecosystem for automation purposes.

10 | Software developer at a leading IT company in the medical and healthcare sector. Germany

Table 2. Experts (E) Profiles
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Results and Findings

Our analysis of international regulatory frameworks for TAI reveals a high degree of conceptual and
substantive inconsistency. The terminology used, e.g., "trustworthy," "responsible," "ethical," and "safe AI,"
varies randomly with no apparent regional or systematic correlation. A total of 42 different requirements
and guidelines were extracted from 18 publications, ten expert interviews, and 14 regulatory frameworks,
which illustrates the heterogeneity of the definitions. We compiled the results of the requirements and
guidelines from the three categories (literature, expert interviews, regulatory frameworks) and identified
the top 15 requirements and guidelines. Figure 1 represents requirements and guidelines, along with their
frequencies. The numerical value indicates the frequency of the respective requirements and guidelines in
the category, e.g., transparency was mentioned six times (k) in the expert interviews and thus occurred 60%
of the time in its category. The percentages illustrate the relevance of the respective category's requirements
and guidelines and facilitate comparison between categories. The requirements and guidelines are
illustrated on the vertical axis. The horizontal axis represents the total number of mentions per requirement
and guideline. The analysis indicates that specific requirements and guidelines were repeatedly and
consistently highlighted in all three categories (literature, expert interviews, regulatory frameworks). The
results and findings show a strong consensus on TAI systems' core requirements and guidelines.

Transparency 6 (60%) 10 (71%) 12 (67%)
Explainability 8 (80%) 6 (43%) 11 (61%)
Security 4 (40%) 9 (64%) 12 (67%)
Privacy and safety INEIE6%) 8 (57%) 13 (72%)
Fairness [iE0%) 8 (57%) 11 (61%)
Verification 6 (60%) 2 (14%) 12 (67%)
Accountability BIEE%)161(43%) 12 (67%)
Robustness IBIE6%NN31(21%) 12 (67%)
Responsibility #EiE6%) 5(36%) 9 (50%)
Validity BiE6%)31(21%) 8 (44%)
Human oversight #E0%)141(29%) 8 (44%)
Non-maleficence, etc. 4(40%) 2 (14%) 6 (33%)
Non-discrimination & ethics E6%)"41(29%) 7(39%)
Traceability IBI@E%N2E4%) 5 (28%)
Reliability IBI@BO%E7%) 6 (33%)
o) 5 10 15 20 25 30
Experts Regulatory Literatur
(n=10) (n=14) (n=18)
Figure 1. Top 15 Requirements and Guidelines

Transparency (k=28) is identified as the most important aspect of social acceptance and technical
traceability in GenAl. The consensus between literature, expert interviews, and regulatory frameworks is
noteworthy, indicating their broad applicability. Privacy and safety (k=25) were emphasized intensively in
regulatory frameworks (57%) and the literature (72%). In the SSIs, this aspect was recognized as important
by 40%, equal to security (k=25). Privacy and safety address the risk of data leaks, a challenge for LLMs and
their use of enormous, non-transparent datasets. Explainability (k=25) was emphasized more in expert
interviews (80%) than in regulatory frameworks (43%) or literature (61%). This indicates that practitioners
consider the comprehensibility of complex models to be important.

Other requirements and guidelines include fairness (k=20), verification (k=20), accountability (k=20), and
robustness (k=18). This indicates that literature and regulatory frameworks establish ambitious
requirements and guidelines, while practitioners prioritize realistic implementation and technical
feasibility. It emphasizes that performance-oriented and adversarial robustness are relevant (E2, E4, E10).
Fairness is emphasized in literature (61%) and regulatory frameworks (57%), but only by 10% of the expert
interviews. These results and findings indicate uncertainties regarding the operationalization of fairness in
highly complex systems such as LLMs. The requirements and guidelines of human oversight (k=13), validity
(k=13), non-maleficence, manipulation prevention, and anthropomorphism (k=12), non-discrimination
and ethics (k=12), traceability (k=10), and reliability (k=10) are represented less strongly. These were
mainly mentioned in literature as desirable targets but have been used infrequently. Protection against
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manipulative applications and unintended consequences is essential, having a high potential to influence
human opinion formation due to their dialogical capabilities and wide range of applications (E3-8, E10).

The requirements and guidelines are consensual and constitute the normative core of a framework for
trustworthy GenAl. These include transparency, data protection, security, explainability, and fairness.
Discourse requires a stronger integration of normative requirements and guidelines, regulatory measures,
and technical implementation strategies. GenAl potential can be harnessed responsibly, and associated
risks can be controlled through an integrated approach. Literature indicates widespread discussions of
ethical, technical, and social dimensions, highlighting transparency, fairness, and robustness. Experts focus
on technical feasibility and practical implementation. Explainability and verification aspects are prioritized,
whereas normative issues, e.g., fairness and non-harm, are mentioned less frequently. Regulatory
frameworks emphasize transparency, security, data protection, and accountability. They focus on risk-
based requirements and guidelines, which are generic and abstract, complicating technical implementation.

Based on the results and findings, we deduced a process model, as shown in Figure 2. TrustMap helps to
develop and use TAI in GenAl by considering, for example, ethical principles and societal values. TrustMap
fosters trust in Al systems by promoting reliability, robustness, and explainability, addressing challenges,
defining responsibilities, and enabling collaboration among stakeholders, e.g., developers, regulators,
users, and scientists, to tackle the challenges of TAI in GenAl and facilitate its implementation. Phase 1 of
TrustMap defines a conceptual and theoretical foundation. Activities include defining TAI, GenAl, and
LLMs, as well as differentiating between traditional AI models and systems. IS trust and trustworthiness
must be defined, e.g., in socio-technical systems and information quality. The application in companies and
organizations can be depicted through decision support, process automation, knowledge management, and
customer interaction. The integration into IT architectures, data quality, compliance requirements, and
user acceptance enables the definition of the IS challenges. In Phase 2, specific requirements and guidelines
are analyzed to define cross-stakeholder requirements and guidelines. Phase 2 involves analyzing business-
relevant requirements and guidelines to ensure integration with our own requirements and guidelines. For
example, explainability can be applied to mitigate bias in the management of a company or organization.
Analyzing the requirements and guidelines for creating a matrix enables the translation of abstract
requirements and guidelines from TAI, GenAl, and LLMs into technical, organizational, and regulatory
requirements. This creates a practical foundation for implementation and evaluation and assigns
responsibilities. The technical dimension of the matrix focuses on IT infrastructure, interfaces, security,
data flows, and model performance. Organizational dimension includes processes, roles, responsibilities,
and change management, while the regulatory dimension addresses compliance and standards. A
stakeholder analysis of differences and similarities identifies perspectives, expectations, and
responsibilities. It creates coordinated requirements and guidelines, clear responsibilities, and sustainable
acceptance. The analysis of regulatory frameworks and policies ensures consistency between the existing
regulatory frameworks and those that come into force.

In Phase 3 of TrustMap, an integrative framework is developed to combine normative requirements,
regulatory measures, and technical implementation strategies with GenAI. The combination of our
requirements and guidelines for IS control instruments enables the integration of socio-technical aspects
into established management and control. Balanced scorecards are used to embed Key Performance
Indicators (KPIs) into strategic corporate targets. Process modeling demonstrates the secure integration of
GenAl into business processes. KPI monitoring and IT governance frameworks enable requirements to be
measured, compared, and monitored. The development of strategies for verification and scaling ensures
that technical checks, e.g., bias analyses, robustness tests, and privacy checks, are carried out systematically
and repeatably. The assignment of responsibilities determines the responsibility for implementation,
documentation, and approval of the tests. This ensures quality assurance, scalability, and traceability. Trust
Dashboard consolidates the results of tests, assessments, and monitoring activities into a format readily
understood by management and regulators. It visualizes the maturity level, status of KPIs, and progress in
complying with regulatory frameworks. Confidence is generated and made continuously verifiable and
controllable. Control instruments, evaluations, and recommendations for further integration of GenAlI are
developed. These recommendations guide companies and organizations in combining regulatory, technical,
and organizational measures. This enables guidance for the sustainable use of TAI in GenAl. Phase 4 of
TrustMap focuses on conducting the implementation of the integrative framework. The implementation
transfers the framework into business processes and tests its applicability in practical use. This tests
theoretical concepts for their feasibility and reveals necessary adjustments. Pilot projects must be
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conducted to apply TrustMap in use cases, and the results will be evaluated qualitatively and quantitatively.
Examples include LLM-based chatbots in customer service or GenAl applications in contract analysis. The
pilots are used to check how technical, economic, and organizational requirements interact and where
adjustments are necessary. The evaluation is conducted using defined KPIs that depict technical aspects
(e.g., response times, hallucination rates), economic factors (e.g., process costs, productivity, customer
satisfaction), and social impacts (e.g., user trust, acceptance, perception of fairness). This multidimensional
approach enables a holistic assessment of the framework's effectiveness. Companies and organizations can
utilize this to measure efficiency and quality, ensuring the social responsibility and acceptance of GenAl.

A feedback loop between Phase 3 and Phase 4 is implemented in TrustMap through user feedback, audits,
and incident reports. TrustMap is continually adapted to technological innovations, changing market
conditions, and new regulatory requirements and guidelines, ensuring a demand loop between Phase 4 and
Phase 1. The demand depends on both internal changes, such as corporate strategy, and external changes,
including regulatory frameworks. A specific TrustMap is then transferred to a company or organization.
With the requirements and guidelines, especially security and safety and privacy, TAI, GenAl, and LLMs
must be reliable and cybersecurity must be ensured. Models such as the iterative five-phase process model
(Lier et al., 2025) and DETRAIS (Gerlach et al., 2022) are suitable for this purpose.

o Phase 1: Phase 2: Phase 2: Phase 4:
= Foundations and Requirements, and Integrative Fr:z;i;nework Implementation and
A~ Definitions Guidelines 8 Evaluation
| ) ) Conduct the
k5 Define a common Analyze cross-stakeholder Develop an integrative implementation of the
g conceptllclal a(rild 'theoretical requirg(rin;e'nts and framework ;T&?L GenAlI, integrative framework in
oundation guidelines an s practice
Analyze business-relevant
Define TAI, GenAl, LLMs, requirements and R
including differentiation guidelines based on the 15 Develop a combination of : :
from traditional AI systems identified requirements the 15 requirements and Conduct a pilot project to
d model Y d (;1 i guidelines with IS control apply the integrative
and mode’s. and guidelines. instruments. framework in use cases.
2 Diﬁ?e d1ff<terenttlat1(;)n Analh)(fizel'requtlrilmenlts and Develop strategies for Conduct the evaluation of
E‘ tilszvirtr}?isnezrsl suce lnslsat(;ixeve opa verification, scaling, and results through technical,
& : ’ responsibilities of technical economic and social KPIs.
Defixfe aPplicati.0n co:lltexts Anda.lfyfze stakeholéler testing procedures. Conduet the adaption and
m comp'antl'es an ! 'er'elnc.ets_ an Develop a trust dashboard. further development of the
organizations. similarities. integrative framework.
Define key IS challenges. Analyze regulatory Develop recommendations.
L frameworks and policies.
Figure 2. TrustMap Process Model

Evaluation and Adjustment of TrustMap

To evaluate and adapt TrustMap, we conducted a focus group discussion. The changes are already included
in Figure 2 and the text. In our focus group discussion, we explored TrustMap, its development,
understanding, and application with three experts from a company that manufactures and develops drive
technology and automation, achieving practical results. TrustMap was examined and analyzed from various
perspectives in our focus group discussion. The adjustments concerned the understanding and
implementation of TrustMap. E11 stated that "the activities are like a checklist, making integration easier."
While existing frameworks of Al strategies are complex and comprehensive, TrustMap focuses on the
important aspects. "We can use TrustMap to understand the next steps simply and clearly without the need
for extensive analysis. Sometimes, simple is better than complex" (E13). E12 states, "I can imagine that
TrustMap adds value to an Al strategy." TrustMap is understandable and remains sufficiently general to
comply with binding regulatory frameworks. "TrustMap makes it possible to comply with binding
regulatory frameworks while still being individually adaptable" (E13). We adapted the TrustMap design to
generate a consistent pattern following the discussion. We chose a main verb for each phase to ensure
consistent steps. E11 highlighted that the dynamics of TrustMap are significantly higher than initially
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depicted; hence, we integrated a demand loop between Phase 4 and Phase 1. The activities are not
sequential. Depending on the company and organizational strategy, some steps within a phase may need to
be completed earlier or later. E13 criticized the lack of role assignment. We discussed this statement and
did not define role assignments. If TrustMap is to be introduced, a focus group must be defined that
assumes the corresponding responsibilities and accountability. This enables companies and organizations
to implement and apply TrustMap in their application areas. Table 3 presents the job descriptions of the
other experts participating in our focus group discussion.

E Job description

E11 | Solution architect procurement strategy, process, technology, integration, and innovation.
E12 | Solution architect AI data, models, platforms, and innovation.

E13 | Chief executive officer and managing director.

Table 3. Experts (E) Profile Expansion

Discussion, Implications, and Recommendations

GenAlI poses a high risk in the absence of adequate regulations, as it is a fundamental model of central
importance that processes large amounts of data. A lack of verification mechanisms can lead to profound
societal consequences, e.g., bias and hallucinations (E2-5, E8). Due to the limited manufacturer base of
these mechanisms, trustworthy GenAl will provide a stable foundation for downstream Al applications (E1,
E3-E7, E10). Verifying GenAl is challenging due to their scale (E2, E5, E7-Eg). Methods such as
benchmarking or red teaming are practical in quality but not quantitatively robust. Possible solutions
include reducing complexity through model compression or using holistic alignment methods.

The lack of global responsibility and standardization is a further challenge, as E6 noted: "Whether global
standardization is feasible is a rather complicated question." GenAl exceeds regulatory boundaries, which
means that "national regulations such as the General Data Protection Regulation have limited influence"
(E10). Given the transnational nature of this challenge, "social self-regulation is becoming increasingly
important, as it has been in the social media case. Comprehensive user education is therefore all the more
important, especially in security-critical contexts" (E4). The EU and China implemented legally binding
regulations. Other countries, states, and organizations, such as Canada, Brazil, and South Korea, are in the
planning or transition phase. Many countries, states, and organizations focus primarily on requirements
and guidelines rather than binding regulations. The EU's regulatory framework has an impact on other
countries, states, and organizations. Approaches to verification and certification are fragmented. The OECD
and Singapore provide collections of tools for verification, while the EU and ISO/IEC develop initial
standardized certification approaches. China relies on state-controlled testing bodies, while South Korea
focuses on downstream risk assessment. The EU is developing a code of practice for Al for general use,
which is intended to address GenAl explicitly in the future. The UK and South Korea mention GenAl;
concrete measures are still pending. China defined specific regulations for GenAl.

Our results and findings reveal differences in the prioritization of requirements and guidelines. The experts
emphasize application-oriented criteria, e.g., fairness and verification. This emphasis on practical feasibility
and technical traceability refers to immediate challenges in developing or evaluating AI systems in real-
world applications. Regulatory frameworks focus on concepts with normative operationalizability, e.g.,
transparency and security. At the same time, ethical guiding principles, e.g., human oversight and non-
maleficence, tend to be mentioned less frequently. Literature is characterized by wider differentiation and
conceptual depth. It includes abstract concepts, such as traceability and Ethics, manipulation prevention,
and anthropomorphism, which are challenging to implement but serve as normative frameworks.
Practitioners and regulators' reduced emphasis on these categories shows that their practical
operationalization and integration into testing and certification processes are still evolving.

The results and findings reveal a robust triangulation of different perspectives on TAI They reveal areas of
consensus and differences in assessing key requirements and guidelines. This is relevant for GenAlI due to
its technical complexity and societal impact. The divergent assessment of individual principles highlights
the need to improve the integration of technical feasibility, ethical foundations, and regulatory anchoring.
While technical aspects, such as robustness and explainability, can be operationalized, normative aspects,
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including responsibility and anthropomorphism, require institutional framing, further research, and
standardization. Our TAI triangulation of three categories allows for a critical comparison of the theoretical,
normative, and practical manifestations of TAI. It reveals the interfaces and divergences between scientific
discourse, regulatory operationalization, and industrial application. GenAl and its LLMs are complex and
impact social, legal, and economic structures. Their use case selection enables a practical assessment of
TAI's feasibility, scalability, and regulatory implications. Our research employs quantitative and qualitative
approaches. The expert interviews provide practical insights and empirical evidence on the challenges and
chances for stakeholders in academia, industry, and politics. This allows theory-based assumptions to be
contrasted with practice-based assessments, enabling a realistic evaluation of TAI concepts.

We deduced TrustMap to promote TAI integration and implementation in GenAl. TrustMap integrates
ethical principles, social values, normative requirements, regulatory measures, and technical
implementation strategies, offering a four-phase approach that encompasses definitions, analysis,
development, and implementation. By identifying our 15 requirements and guidelines, they can be
individually transferred to business-relevant, technical, and regulatory requirements and guidelines. We
have created integration into an Al-specific framework by focusing on the IS area. The iterative cycle
ensures continuous improvement of the model. TrustMap integrates stakeholders at an early phase to
define requirements and responsibilities. The application of the requirements and guidelines matrix, with
its distinct dimensions, enables the identification of gaps and responsibilities within companies and
organizations. The pilot project provides a test environment for TrustMap in real GenAl applications,
generating measurable technical, economic, and social effects. TrustMap supports companies and
organizations in the systematic introduction and management of trustworthy GenAl, and combines
compliance requirements and guidelines with business objectives. TrustMap promotes cross-
organizational collaboration and transparency in GenAl integration. For regulation, TrustMap provides an
operational bridge between abstract standards and their concrete implementation in business processes.
The demand loop ensures continuous improvement in changing internal and external conditions.

In addition, we identify key research gaps. We highlight that verification and certification methods
primarily work in highly abstracted environments and are hardly transferable to complex Al systems, such
as GenAl. We emphasize that quantitative methods must be further developed to assess TAI robustly, and
qualitative, context-dependent evaluation dimensions must be more strongly integrated. We present a
further research agenda that addresses the need to evaluate approaches to develop holistic alignment
methods, privacy-aware certification practices, or integrate retrieval-augmented generation to reduce
hallucinations in LLMs.

The combination of literature, expert interviews, and regulatory frameworks provides a comprehensive
overview but limits the depth of analysis of individual verification or certification methods. Further research
can focus on individual TAI aspects and systematically evaluate their technological operationalization. This
leads to further RQ (fRQ) 1: "How can the individual aspects for TAI be defined in GenAI?" The regulatory
frameworks focus on selected countries, states, and organizations and underrepresent perspectives from
the Global South. Further research can include governance and risk discourses from underrepresented
countries, states, and organizations (e.g., Africa and South America). fRQ2: "What changes can be made to
the requirements and guidelines by consulting additional expert interviews, especially based on the
Global South perspective?" There is no consistent framework for TAI in GenAl. Countries, states, and
organizations are attempting to establish frameworks based on individual advantages and requirements.
fRQ3: "How can a consistent, globally accepted assessment framework for trustworthiness in GenAl be
operationalized along technical, ethical, and regulatory criteria?" Furthermore, a country comparison can
be conducted to identify similarities and differences in cultural dimensions, as noted by The Culture Factor
(2025). fRQ4: "What differences and similarities can be derived from a comprehensive country
comparison based on cultural dimensions?" Cultural dimensions can be used to design the conception,
acceptance, and implementation of TAI in a context-sensitive manner (Lier et al., 2024).

Conclusions
To address RQ1, we conducted an integrative literature review according to Torraco (2016). Based on our

18 highly relevant publications, we identified three central dimensions (trustworthiness, verification, and
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certification) and chances and challenges. We analyzed 14 regulatory frameworks in different countries,
states, and organizations, and conducted ten expert interviews, according to Adams (2015). We identified
15 relevant requirements and guidelines based on 42 requirements and guidelines from literature, expert
interviews, and regulatory frameworks addressing RQ2. We deduce TrustMap as a four-phase process
model to implement TAI, GenAl, and LLMs successfully, and evaluated and adjusted TrustMap through a
focus group discussion. TAI is defined internationally in different and insufficiently operationalized ways.
This leads to ambiguous or imprecise requirements and guidelines that are difficult to enforce and
technically challenging to obey. A lack of transferable, scalable, and standardized evaluation and test
methods characterizes the literature. Many approaches are limited to test environments and are unsuitable
to evaluate modern, large-scale Al systems. The usage of qualitative methods remains controversial,
especially regarding objectivity and reproducibility. It is evident that trustworthiness is not merely a
technological feature: it requires an interdisciplinary approach that equally considers technical feasibility,
normative principles, and regulatory requirements. Our expert interview analysis reveals key challenges
and recommendations regarding the certification and regulation of Al, particularly GenAl. Several experts
caution against biases in data sets that can lead to misjudgments. Combining qualitative and quantitative
evaluation and test methods is recommended, although LLMs require particularly flexible approaches due
to their complexity. Some experts support self-regulation, while others warn of the Ethics washing danger.
Overall, it is evident that the international TAI regulatory discourse is fragmented, but evolving. Unified
standards for GenAl and LLMs are still lacking, even though their market significance is growing rapidly.
A coherent, cross-sector approach for evaluation, tests, and certification is urgently needed.
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